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ABSTRACT

The presence of risk in almost every human sitnatixtivity and sector has determined the increggirapid
development of the risk management discipline. Ddpe on the context, there are various descriptiminwhat risk

management involved.ike in many other industries, olil

and gas companare facing many kinds of risks and

uncertainties that make the execution of projeatsenand more complex and difficult. Taking into sieration the
fact that in risk evaluation and treatment the ptiéd impact is a key issue the oil and gas industrone of the fields
where addressing risks will remain one of the majoncerns in order to assure the limitation of harfile and

environmental damages.
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1. INTRODUCTION

Risks have been a part of our everyday life from
ancient times to the present day. While the risssimed

by primitive people were mostly physical, today pleo
can risk their money or business without puttingirth
lives into danger.

ingdus

“Risk is the actual exposure of something of human
value to a hazard and is often regarded as the
combination of probability and loss”. (Smith, 1996)

“Risk might be defined simply as the probability of
the occurrence of an undesired event [but] be bette
described as the probability of a hazard contriigutd a
potential disaster...importantly, it involves consatén

The oil and gas industry is one of the most exposedof vulnerability to the hazard”. (Stenchion, 1997)

to high risks with potential effects on human lded
environmental impacts.

2. RISK MANAGEMENT — CONCEPTS AND
PRINCIPLES

2.1. What is Risk?

Considering the presence of risk in almost every
activity and the large literature on risk coverimgange
of disciplines from mathematics to psychology, el f
ourselves in front of a multitude of definitionsr fthis
term. Here are just a few of the numerous persgesti
that may contribute to a better understanding efrtbk
notion:

“The objective uncertainty as to the occurrence of
an undesirable event. It varies with uncertaintg aot
with the degree of probability the greater the piub
variation of the actual loss from the average,dgteater
the degree of uncertainty” (Willet, 1951)

“Hazard, danger, chance of loss, failure or injury;
the degree of probability of loss; a person, ttondactor
likely to cause loss or danger.- to expose to tiskncur
the chance of unfortunate consequences, loss @edan
by (doing something)” (Chambers dictionary, 1992)

“Risk is a combination of the chance of a particula
event, with the impact that the event would cadisé i

“The possibility of an event occurring, that will
have an impact on the achievement of objectivesk Ri
measured in terms of impact and likelihood” (The
Institute of Internal Auditors).

2.2. Role of risk management

In order to have god management and decision-
making at all levels it is important for an orgaatinn to
have an effective risk management. All the depantme
of an organization handle risks permanently in less
more rigorous ways and sometimes even without
knowing it.

For years, companies faced different types of risks
in a slightly disorganized way. Today, insteadr¢hare
methods of“definition and control”, which are put
together in a systematic approach known as “Risk
Management”, which provides improved defense agains
harmful events.

One of the most prominent frameworks of risk
management 1SO 31000 refers to risk management as a
central part of the strategic management of any
organization. It is the process whereby organimatio
methodically address the risks attached to theivities.

A successful risk management initiative should be
proportionate to the level of risk in the organiaat
aligned with other corporate activities, compreleng

occurred. Risk therefore has two components — theits scope, embedded into routine activities andadyin

chance (or probability) of an event occurring ahd t
impact (or consequence) associated with that evd.

by being responsive to changing circumstances.

consequence of an event may be either desirable oR.3. Contemporary perspective on risk management
undesirable...In some, but not all cases, therefore a

convenient single measure of the importance oflis
given by: Risk = Probability xConsequence.” (Sayars
al. 2002)
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“Risk is like fire: If controlled it will help you;f
uncontrolled it will rise up and destroy youTHeodore
Roosevelt)
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Until now we have considered that the purpose of

probability of occurrence and their impacts. Risk#

risk management is to remove and reduce the riskreceive priority with regard to how they will be nesged

exposures without considering successful firms riy a
industry get there not by avoiding risk but by aely
seeking it out and exploiting it to their own adtage.

considering their likelihood and consequences.
The level of risk is analyzed by combining
estimates of likelihood and consequences to determi

Risk management should be a continuous processhe priority level of the risk. Once this analybes been

that supports the development and implementatidheof
strategy of an organization. It should methodically
address all the risks associated with all of thiévities

of the organization. In all types of undertakinigere is
the potential for events that constitute opportasitor
benefit (upside), threats to success (downsideror
increased degree of uncertainty.

3. RISK MANAGEMENT PROCESS

3.1. Establishing context

This first step consists in closely understandiathb
the external environment and the internal culturéhe
organization .This analysis requires:

- to establish the strategic, organizational asé ri
management context of the organization

- to identify the opportunities and constraintshad
environment.

The culture and context of the organization are
established through a number of environmental aesaly
including standards and codes, previous risk

made, action plans can be formulated and controls
implemented to eliminate or reduce the risks.

Depending on the risk, the purpose of the analysis
and the information and data available there dferdnt
types of analysis techniques than can be used.

Lower risks are estimated using qualitative and
semi-quantitative techniques (hazard matrices, risk
graphs, risk matrices) while higher risks requireren
expensive quantitative techniques.

3.4. Risk evaluation

Once the risk has been analyzed the next step is to
compare it with the previously established riskecia
and decide whether it can be accepted or notelfrigk
is considered acceptable, it may be accepted with
minimal treatment or with no further treatment bego
the current controls. These risks should be maositor
and periodically reviewed to ensure they remain
acceptable. If the level of the risk is higher thiue
accepted level, additional control measures and
improvements are required to reduce risk as lovisas

management and business plans, relevant corporateeasonably possible.

documents, laws and

restrictions

Another important aspect of this stage is develgpin
risk criteria that will reflect the organizationadntext,
often depending on the strategic direction, objestiand
goals of the organization, internal policies, iet#s and
expectations of stakeholders.

industry guidelines, imposed

3.2. Risk identification

In this phase the potential risks are determinetl an
described by analyzing all possible sources of,risk
within the areas of risks that where identified whe
defining the context. Using the information gathere
from the context, particularly from the SWOT andHE
analysis, the next step is to identify the riskatthre
likely to affect the achievement of the goals ot th
organization, activity or initiative. It should be
underlined that a good exploitation of risks candmee
opportunities for the organization.

Key questions to identify risks:

- When, where, why, and how are risks likely to
occur while achieving our goals?

- What are the risks related with achieving each
established priority?

— What are the risks that could prevent us from
achieving these priorities?

— Who might be involved (for example, suppliers,
contractors, stakeholders)?

3.3. Risk analysis

Risk analysis involves prioritizing risks for fueh
analysis in order to determine their consequentesi;
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The person responsible for managing the risk,
known as the risk owner, will decide whether thekri
should be accepted, avoided or treafidee risk decision
weights the issues of risk and opportunity. An
organisation cannot develop without capitalising on
opportunities that will always have associatedsrisk

3.5. Risk treatment

In the previous step, risks were assessed and
decisions were made concerning the acceptability of
risks. While in theory ceasing the activity thahgeates
the risk may be considered as an option, it islyare
applied in practice. In case the risk cannot bepisd as
it is or the existing controls are not efficienegh, the
formulation of risk treatments will be required.

Risk treatment involves identifying the range of
options for treating risks, evaluating these opi@nd
preparing and implementing treatment plans. The
selection of the option will correspond with the
significance of the risk and the cost-benefit asialyof
treatment. The purpose of a risk treatment is trafse
the expected level of an unacceptable risk.

3.6. Monitoring and review

There are a few aspects of the risk management
process that need to be systematically monitoredl an
reviewed: the risks, the treatment strategies amke@l
progress on the project.

Monitoring and review should be a planned part of
the risk management process and involve regular
checking or surveillance. Although they are similar
processes, the differences between monitoring and
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review are important in the situation of risk 4.2. Top 10 risks
management. While monitoring is a continuous

surveillance of the internal and external environteg The following list presents the Top 10 risks
the review is a periodic analysis of the curreatust or identified in the oil and gas sector using Ernst &
situation, usually having a specific focus. Young’s radar:

The information gathered during monitoring and - the risk of a health, safety or environmental
review activities help an organization determinesthler incident, and in ensuring regulatory compliance
or not the risk management approach and process are - price volatility; managing long-term investment
achieving expected outcomes and provide warningitabo with the potential for extreme price volatility;
potential gaps, inefficiencies, and opportunitiesr f - access to reserves or markets;
improvement. - cost escalation and inflation;

- uncertain energy policy;

3.7. Communication and reporting - worsening fiscal terms;

- human capital deficit (e.g., skills shortagesngg
The communication and reporting of risk workforce);

information to the appropriate levels of the orgation - competition from new technologies and new
is essential for the decision-making process. Risksources (e.g., alternative fuels);

information can be communicated not only internatity - IT security;

employees across different operational areas of the - increasing project scale and complexity.
organization, but also externally with clients and As we can see in the above risk rankihgalth,
stakeholders concerned by the organization’s astiom safety and the environment remain a priority inanid
decisions. gas industry. At the same time new risks such as IT

Risk communication and reporting has the purpose security are added to the list as companies redtieg
to make stakeholders aware of the risk managemenneed to do more to protect against data theft gbédre
process, practices and to clarify the outcomes andattacks. Managing the increasingly interconnected
limitations of the risk assessment. supply chains in the oil and gas industry, whilelohg
Risk information can also be used for other with the different and changing policies and retjales
processes in order to avoid useless risk assessmant of the multiple governments involved is another

the same area for different purposes. important aspect. These risks and many others aach
regulatory compliance, price volatility and therieasing
4. RISKS IN OIL AND GAS INDUSTRY challenge associated with accessing reserves ariettsa

need to be taken into consideration for facing ytala
4.1. Importance of risk management in oil and gas and tomorrow’s challenges.
industry
5. CONCLUSIONS
The large amounts of fuel consumed and the use of
energy in nearly every industry makes gas and oil “Risk” is a frequently used term in the present
essential in our modern society. society. Although not all the activities involvimisks
Nowadays oil and gas companies are facing manyrequire risk management, for some of them it is
kinds of risks whether operational, man-made ounaat considered a very important issue. It is the cdseilo
If not properly planned, executed and controlleed th and gas industry where effective risk managemeint al
activities in oil and gas industries could resutt i levels is essential.
accidents involving death or physical injuries,aficial The potential results of accidents in this industry
catastrophes, delayed operations and other seversuch agxplosion of Deepwater Horizon which killed 11
consequences. Therefore risk management is fasmen working on the platform and injured 17 others,
becoming an integral part of everyday busineswities when oil spill flowed for three months, becominge th

in this industry. largest accidental marine oil spill in the histarf the
Risk management is imperative in this industry petroleum industry, are strong arguments in talaig
because: possible measures in limitation of risks impact.

- both upstream and downstream risks must be
managed to ensure commercial viability of an od gas 6. REFERENCES
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